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Language and image recognition

Al Development is Fast have improve rapidly
Test scores of the Al relative to human performance
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1 Al systems perform better than
the humans who did these tests

O <— Human performance, as the

benchmark, is set to zero.
Al systems perform worse
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t The capability of each Al system is normalized to an initial performance of -100.

Source:
Kiela et al. (2021) Dynabench: Rethinking Benchmarking in NLP O#]rg\é?:d
OurWorldInData.org/artificial-intelligence e CC BY
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Sora
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A stylish woman walks down a Tokyo street filled with warm glowing neon and animated city signage. She wears a

I LINKOPING black leather jacket, a long red dress, and black boots, and carries a black purse. She wears sunglasses and red AVAV/AN—] =
IQ" UNIVERSITY lipstick. She walks confidently and casually. The street is damp and reflective, creating a mirror effect of the colorful

lights. Many pedestrians walk about.

‘WALLENBERG Al AND TRANSFORMATIVE TECHNOLOGIES
EDUCATION DEVELOPMENT PROGRAM



Towards Trustworthy Al - Fredrik Heintz 2024-04-25

Large Language Model Applications

Writing Assistance
Technical writing assistance
Creative writing assistance
General editing
Message and document completion
Programming assistance

Information retrieval

« Search engine
Conversational recommendation
Document summarisation
Text interpretation

Personal Use
Productivity
Emotional support
Personal advise
Question answering
Education
Brainstorming

Commercial Use
Customer support
Machine translation
Automation
Business software
Diagnosis and advice

Funded by
the European Union

Trustworthy LLMs: A Survey and Guideline for Evaluating Large
Tr U St LLM Language Models’ Alignment by Yang Liu Etal, 2023 -
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Ethics Guidelines for Trustworthy Al

2024-04-25

Human-centric approach: Al as a means, not an end

Trustworthy Al as our foundational ambition, with three components S A S—
ARTIFICIAL INTELLIGENCE
Lawful A Ethical Al Robust Al KX
Xar
. * 5k
Three levels of abstraction
.. . ETHICS GUIDELINES
from principles to requirements to assessment FOR TRUS NIRRT
(Chapter I) (Chapter 1II) list (Chapter III)

5

H“K/%Elsljll% https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
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Ethics Guidelines for Trustworthy Al

4 Ethical Principles based on fundamental rights

Respect for Prevention of Fairness Explicability
human harm
autonomy
Augment, complement Safe and secure. Equal and just Transparent, open
and empower humans Protect physical and distribution of with capabilities and
mental integrity. benefits and costs. purposes, explanations

LINKOPING . ‘oitralocd _ G111 : _ _al
II." UNIVERSITY https://ec.europa.eu/digital-single-market/en/news/ethics-guidelines-trustworthy-ai
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A risk-based approach =

Unacceptable risk

e.g. social scoring ——  Prohibited

Permitted subject to compliance

High risk with Al requirements and ex-ante
[ e e.g. recruitment, medical conformity assessment
I *Not mutua"y j devices
I exclusive g g
————m e e mm a4 ‘Transparency’ risk Permitted but subject to
‘Impersonation’ (bots) —— information/transparency
obligations
Minimal ornorislkk  —— Permitted with no restrictions

7 4
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Large Language Model Applications
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How Does ChatGPT Work?
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Can you Trust ChatGPT? No!

 Very limited information about the training data

e It makes things up, with confidence (hallucinations)

* Even when there are references these may be false or not applicable
« Cannot count or draw logical conclusions

e Stuck in time and always changing
 but, ChatGPT is still useful!

2024-04-25

TrustLLM
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TrustLLM - Trustworthy and Factual LLMs made in Europe

« Develop an open, trustworthy, and sustainable LLM initially targeting the Germanic languages.
» TrustLLM will tackle the full range of challenges of LLM development,
« from ensuring sufficient quality and quantity of multilingual training data,
* to sustainable efficiency and effectiveness of model training,
» to enhancements and refinements for factual correctness, transparency, and trustworthiness,
to a suite of holistic evaluation benchmarks validating the multi-dimensional objectives.

ANLEXANDRA

LINKOPING ::: MIDEIND
Ilo“ s INSTITUTTET

UNIVERSITY

eRSIT
\4 d

= s UNIVERSITY
~ Fraunhofer @ OF ICELAND

IJ JULICH

Forschungszentrum m & KI BUNDESVEHBAND

*
Al B NTNU | siencandrecnoiogy Funded by

SWEDEN the European Union

UNIVERSITY OF
COPENHAGEN

® Lindholmen
: Science Park

TrUSELLM https://trustllm.eu/

Funded by
the European Union



mailto:Fredrik.Heintz@liu.se
mailto:Trine.Platou@liu.se
https://trustllm.eu/

Towards Trustworthy Al - Fredrik Heintz

LLM Trustworthiness
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Trustworthy LLMs: A Survey and Guideline for Evaluating Large - Fundedby
Language Models’ Alignment by Yang Liu Etal, 2023 the European Union
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BiQS

Certainly! Here is a portrait of a Founding
Father of America:

t Sure, here is a picture of a pope:

Generate more

Twitter/End Wokeness
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Privacy-preserving synthetic data generation
[R. Rumachandranpillai, Md F. Sikder, D. Bergstréml] i

Non-sensitive data
Sampling preserving relevant
properties

Sensitive Generative

Data Learning Model

1. Learn a generative model that captures the probability distribution of the
sensitive data

2. Create a synthetic data set from the generative model that both captures the
salient features of the original data set and is non-sensitive

3. Methods for verifying that the synthetic data set is accurate enough
4. Methods for verifying that the synthetic data set is non-sensitive

Fair Latent Deep Generative Models (FLDGMs) for Syntax-Agnostic and Fair Synthetic Data Generation, Resmi

II “ LINKOPING Ramachandranpillai*, Md Fahim Sikder*, Fredrik Heintz, ECAI23 > E L L I I T
O <

UNIVERSITY Bt-GAN: Generating Fair Synthetic Healthdata via Bias-transforming Generative Adversarial Networks, Resmi
Ramachandranpillai, Md Fahim Sikder, David Bergstrom, Fredrik Heintz, Accepted to JAIR.
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TrustLLM: Project Concept
Scale-up, transfer,

Excellent Research democratization

Open European LLM Nucleus Open Data Large-scale Training Finetunin Multi-metric
for Trustworthy LLM Training: Access Framework g Benchmark
— L

Development of LLLMs aligned to European Values:
Diverse (WP2), Factual (WP3), Multiligual and Cross-cultural
(WP4), Trustworthy (WP5), Sustainable (WP6), Robust (WP7)

Low-resource
Language Transfer

r Context-aware
u Chatbot

Oscar U Factual reliable
E Assistant
OPUS
N Industry
Wikipedia Multilingual
0o :
. p==« Conversational
MC4 E
— Safe .
Easy Language Public
Multilingual Data Model Model Model Use Cases and European LLM
Data Sources Curation Pre-training Alignment Transfer Applications (WP8) Ecosystem (WP9)

(SE, DE, IS, NL, DK, NO)
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WASP—HS

WALLENBERG Al,
AUTONOMOUS SYSTEMS
AND SOFTWARE PROGRAM
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Al und people together to create
value and benefit to society

.‘ Elements of Al

2024-04-25 16

LiU Key Player for Accelerating Al Development

LiU Al Platform

Al och Etik

AlochMedicin AlOGhEKonomi . ¢och

samhillsvetenskap
Al och Juridik
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“Weak human + machine + superior process was greater than a strong computer
and, remarkably, greater than a strong human + machine with inferior process.”

Garry Kasparov
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Al allows workers to gain six months of experience
in only two months
Resolutions per hour

4

- Received Al assistance No assistance === Received Al assistance after 5-6 months

3.5

2.5

1.5

0 2 4 6 8 10
Agent tenure (months)
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Al and
Future of Work .

_ Quality
improvement:

‘,-)\A&:_-—-—“-
fromjusing Al
across 118)tasks

05
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* 12% more tasks finished § 04
« 25% quicker completion 03
* 40% higher quality . SECLIA

0.1

0.0

1 2 3 4 5 6 7 8
Quality

Distribution of output quality across all the tasks. The blue group did not use AI, the
green and red groups used Al the red group got some additional training on how to
use Al

https://www.oneusefulthing.org/p/centaurs-and-cyborgs-on-the-jagged
\VAV/AN=] =

LINKOPING . 1o N gats . S . .
II .“ UNIVERSITY HBS Working Paper 24-013 “Navigating the Jagged Technological Frontier: Field Experimental Evidence of

‘WALLENBERG Al AND TRANSFORMATIVE TECHNOLOGIES

the Effects of AT on Knowledge Worker Productivity and Quality” by F. Dell'Acqua et al. EDUCATION DEVELOPMENT PROGRAM
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The Turing Trap - Brynjolfsson

Tasks that Human tasks New tasks that
humans can do that machines humans can do with “A common fallacy is to assume
can automate the help of machine that all or most productivity-

enhancing innovations
belong in the first category:

automation. However, the
second category, augmentation,
has been far more important
throughout most of the past
two centuries.”

INKOPING - e VWASP [
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online course

Grunderna 1 Al - Al for Alla Bt 0
y—7
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* Globalt

> 1290 000 registreringar Lk roow )~

. Class Central has ranked Elements of Al as the
> 160 000 g]OI‘t klart allt best online computer science course in the
. World! #Al #elementsofai #HelsinkiData

° Sverlge #MOOC

> 57 000 registreringar pa svenska g

> 13 100 gjort klart allt BBl  # Computer science online course

:5\‘?‘ _ in the world, ahead of Stanford,

Harvard, and MIT.

> 13 200 registreringar pa engelska ', | oo iy 0
med Sverige som land

> 8 500 har fatt hogskolepoang for kursen
] 12Retweets 28likes * £ @ H L @O DD
https://www.elementsofai.se/ & ma B

II “ LINKOPING F. Heintz and.T. Roos. Elements of Al - Teaching the Basics of Al VAASPE
. UNlVERSlTY to Everyone In Sweden- EdULea rn 2021- WALLENBERG Al AND TRANSFORMATIVE TECHNOLOGIES

EDUCATION DEVELOPMENT PROGRAM


https://www.elementsofai.se/

Towards Trustworthy Al - Fredrik Heintz 2024-04-25 22

KODAK FILES FOR BANKRUPTCY

Eastman Kodak Co, a 130-year-old photographic film pioneer, has filed for bankruptcy protection.
It said it had also obtained a $950 million, 18-month credit facility from Citigroup to keep it going

SHARE PRICE HISTORY — WEEKLY CLOSE IN USS

1978 1987 1991 2004 Jan. 19
Launches Enters Launches Fob. 14, 1997 Announces cuts of Files for
Colorburst filmless Professional 39288 12,000 to 15,000 Chapter 11
100 instant photography Digital Camera - jobs worldwide bankruptcy
camera market System | o _m__m_ Protection
80 - L[] L]
1980 ! L0 Digital photography
Employs  Plans to cut Photo CD contemporary Jook
60 -{-128,000 - worldwide work- sysion o
worldwide force by 10% 2009 Ends
j l Kodachrome line
40 a0 '“
\'V‘w e
$22.12 l 34, 09
. ‘ | 1987 Contemporary
- - Begins cost- | font stroamined within
$§20.94 cutting years the existing logo
o ) | ’ ) L 1 ] ' | ! i | ' 1 ! L] 1 ' | 1 1 !
1980 1985 1990 1995
b L
Revenue: §9.7 bin Revenue: §15 bin Revenue: $14.3bn  Revenue: $7.2 bin
Profit; $1.1 bin Profit: $1.3 bin Loss: §1.3 bin Loss: $687 min
Sources: Eastman Kodak Co., Thomson Rauters, news reports L9 REUTERS
II." H“I@%Elgl% http://www.fpa-trends.com/article/how-manage-forecasting-risk VVASP
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Al ar har NU och utvecklingen gar snabbt.

Al kommer paverka alla aspekter av samhallet.
Skala och hastighet.

Ledarskap, mod och kompetens nodvandigt.

Manniskor som anvander Al effektivt kommer
konkurrera ut de som inte gor det.
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