Al och certifiering inom flyget
— fallstudie flyginformationstjdnst
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1. Vem ar Erik

v MSc i teknisk fysik (LTH & TU Delft)

v" Jobbar pa LFV FolD:

— 66% forskning
— 33% implementering

v' P4 fritiden:
— Motorsag
— Discgolf
— Vatsim
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2. Al - Koncept och begrepp



2. Al: Koncept och begrepp Ly

‘Artificial intelligence (Al) refers to systems that display intelligent behaviour by analysing their

European Commission: : . . . , .
P environment and taking actions — with some degree of autonomy — to achieve specific goals.”

i “Kanelbulle” “Kokanonelolbobulollole”
: Al
A ML NLP Al = Artificial Intelligence
: ML = Machine Learning
: DL = Deep Learning
\ /! DL NLP = Natural Language Processing

—— e e = e = = =

THigh-Level Expert Group on Artificial Intelligence, "A definition of Al: Main capabilities and scientific disciplines”, European Commission, Brussels, Belgium,
Document made public on 8 April 2019, Available: https.//ec.europa.eu/digital-single-market/en/high-level-expert-group-artificial-intelligence
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2. Varfor ar Al intressant? - ImageNet
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Image Classification on ImageNet Real, Papers with Code, https.//paperswithcode.com/sota/image-classification-on-imagenet-real
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2. Behov — ex. Utmaningar luftrum

©OLFV 2017 3.0

----------------------------------------------------------------------------------------------------------------------------
. .
*

Exempel luftrumshantering
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3. Programvarusakerhet



3.

©OLFV 2017 3.0

Vad ar programvarusakerhet?

ED-153: An increasing proportion of safety-critical Air Navigation Service (ANS)
functions are being supported by software. [...] more automated ANS functions
assumes at least equal, if not improved, levels of safety and efficiency [...]. [...] assure
that the risk associated with deploying the software is reduced to a tolerable level.

Foljande begrepp existerar inte i ED-153, ED-109A: “Al”, “Artificial Intelligence”,
“machine learning”, “deep learning” ...

EUROCAE. 2009. ED-153: Guidelines for ANS Software Safety Assurance. European Organisation for Civil Aviation
Equipment. https.//www.eurocae.net/publications/eurocae-documents/

EUROCAE. 2021. ED-T109A: Software Integrity Assurance Considerations for Communication, Navigation, Surveillance and Air
Traffic Management (CNS/ATM) Systems. European Organisation for Civil Aviation Equipment.
https.//www.eurocae.net/publications/eurocae-documents/,



3. Programvarusakerhet - exempel

EEEEE

Driftsattning av stodverktyg for ASM-tjanst
(Airspace Management) pa LFV - 4 mars 2024.

En “konventionell” mjukvara

Safety-arbete:

ESMM  2024-04-25 QNH 11003 “ 1003 - 1002

— Analys SWAL-niva (Software Assurance
Level) samt kravstallning.

Temporary Foreign R/D H24 Active
[ & L& &1

_ R103 ® R104A &> B+ R1048 S B
— Visa kravuppfyllnad Remmene Kanss Kanso
6300 fi FL 070 2600 ft FL 2600 ft FL
V|d behov: harledn|ng aVv krav t|” rader aVv kOd 1000 — 1800 22 apr, 22:00 — 29 apr, 22:00 22 apr, 22:00 — 29 apr, 22:00
b + + 4
] R121 ®+1R18A ¢> & R18B =B
S u Cce ! Revinge Bofors, Villingsberg Bofors, Villingsberg
2000 ft FL 33000 ft FL 340” 33000 ft FL 340
22 apr, 05:30 — 29 apr, 22:00 05:00 = 17:00 05:00 = 17:00
4 \ 2 > 2 4
R22A ®4+ 1 Ro28 B4+ R22c ®
\attern Vattern Vattern
4000 ft FL 4000 ft FL 8100 ft FL 085"
23 apr, 0600 — 19:30 06:00 — 1400 07:00 — 1400

b & L a

©OLFV 2017 » 3.0



3. Programvarusakerhet for DL-komponenter?

v Parametrar i DL-modeller ar inte hardkodade utan baseras pa inlarning fran data och varden
motsvarar inte fysiska krav.

» Krav kan inte harledas direkt till rader av kod

{u}

Inference

Black Box

\
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4. Omvarldsbevakning: Deep Learning-certifieringscase Xwing
- nagra koncept



4. Al-baserad ban-detektion (Xwing) LEY

v QOperativ designdoman — forteckning av forhallanden under vilka modellen ska operera

Jean-Guillaume Durand, Arthur Dubois, Robert J. Moss, Formal and Practical Elements for the Certification of Machine Learning, Ddigital Avionics Systems Conference, 2023

©OLFV 2017 3.0



4. Modellutvardering

Functional Hazard Analysis (FHA), Fault Tree Analysis (FTA):

Function Failure Mode  Hazard Failure probability
classification

Provide runway Runway not Major (C) 10e-4 (per

detection detected approach)

il

Inference Ewvaluation

”Inflygningsvinkel”

Reviderad operativ designdoman

©OLFV 2017 3.0
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"Distans till rullbana”

\
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4. Versionshantering av data

©OLFV 2017 3.0

Data + Metadata

hash: a72c27c1

timestamp: 2020-05-08-15-...
latitude: 37.980818
longitude: -122.061892
altitude: 29.11 m

weather: overcast

hash: 007d72ce

timestamp: 2021-02-12-16-...
latitude: 37.975517
longitude: -122.066876
altitude: 67.94 m

weather: clear

hash: 53a632fa

timestamp: 2021-02-04-14-...
latitude: 38.084808
longitude: -122.051633
altitude: 423.07 m

weather: clear

Annotations

hash: 1b79fdae
timestamp: 2020-05-08-...

author: John Doe
bbox: [964, 656, 982, 663]

hash: 1b79fdae
timestamp: 2021-02-16-...
author: Armo Anastasija

bbox: [473, 629, 511, 691]

hash: ¢31507b4
timestamp: 2021-02-16-...
author: Armo Anastasija

bbox: [500, 660, 521, 670]

Datasets

&

5

\
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4. Ramverk for certifiering
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v Komplicerade certifieringsramverk...?

Version Control I—P
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Jean-Guillaume Durand, Arthur Dubois, Robert J. Moss, Formal and Practical Elements for the Certification of Machine Learning, Digital Avionics Systems Conference, 2023
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5. Fallstudie ANS-system: FIS



5. Luftrumsstuktur och tjinster LEY

v CTR = Kontrollzon

v" TMA = Terminalmandvrerings- CTA @
omrade A ATC "
v" CTA = Kontrollomrade e 2LaLSE,
v ATC = flygkontrolltjanst oo e -
& ) Class G airspace’ TMA
V" FIS = Flyginformationstjanst ‘
At
| R
v Trafik R - | %
) Restricted area |
v Vader : :
v" Restriktionsomraden "é‘lm

v" Frekvenser
v o]

©OLFV 2017 3.0 18



5. Exempel situation (verkligheten) L\

v" Potentiellt manga som anropar ESMM sektor K + L

v" Fluktuerande arbetsbelastning Gron ring: Kontakt med

v" Arbetsbelastning FIS Sverige ~26 heltidsanstallda flygledaren

Turkos ring: Inte kontakt med
flygledaren

©OLFV 2017 3.0 19



5. Problem med dagens FIS

Pilot
ATC

RS ; >

Fordrdjt FIS-svar pa grund av lagre prioritet

v

Tidslinje over radiokommunikation .- J L

-
Forbrukad tid for att finna
information

©OLFV 2017 3.0

1

Upptagen frekvens

\
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5. Al-moduler i automatiserad FIS

©OLFV 2017 3.0

Pilot-séndning

Text

Koncept + systemdata

Text

Automatiserad FIS

—

>

_________________________________

) 4

_________________________________

Koncept till text

---------------------------------------------------------------------

o= e = ——

—— = = = = —

~

—— ==
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5. "Separation of concerns”?

Pilot

ATC

Minskad svarstid
for FIS

—

Mbjlighet fér fler konsumenter

Tidslinje for automatisk FIS

B OmeE oW,

Tidslinje for flygledarens frekvens —‘“—y—"

Vid behov kan flygledaren
hantera abstrakta
forfragningar for FIS

©OLFV 2017 3.0

—

Minskad arbetsbelastning for
flygledaren (6kad kapacitet)

\
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Demofilm!



https://www.menti.com/alvh882zgrs8
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https://www.menti.com/alvh882zgrs8
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6. Sammanfattning



6. Sammanfattning och slutsats L

v" Certifieringskrav finns inte idag for Al-komponenter fér ATM-system (ED-153, ED-109A)
v" Kravs fallstudier for att forska kring hur Al-komponenter bor certifieras

v" "Automatisk FIS" utvecklas forst funktionellt, med syfte att bli testbadd for certifieringsfragor

\
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Fragor?



©LFV 2017 « 3.0



Problem med restriktionsomraden
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Exempel luftrumshantering
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ETA prediktionsproblem L\

SAS96J 8 A320 M 3 2161

145 | LNA N372 LNA RFL ESSA
110 LNA ASP

110 H102 30 M59 D12

Sififtileringsbaserad prediktion
/ Al-baserad prediktion

NAX804 SAB738 1
AS0 N271
AS0 H100

5 ,

/

IS/'m uleringsbaserad prediktion
5§ Al-baserad prediktion

Simuleringsbaserad prediktion
Al-baserad prediktion *

SAS402 SA A321 2
105 | N289

060 H350

25
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1. Introduktion

v" Krav pa flygtrafiktjanst-leverantorer:

Sakerhet

Kapacitet
Kostnadseffektivitet
Minimera manskligt fel

v" | framtiden: hogre komplexitet

©OLFV 2017 3.0
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Exempel luftrumshantering
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1. Luftrummet och flyginformationstjanst (FIS)

v Den mesta luften under ~3000m hdjd ar okontrollerad

v" Piloten har separationsansvar i okontrollerad luft

— ICAO Annex 2 "Rules of the air”
v" Flyginformationstjanst (FIS):

— Vader

— Trafik

— Restriktionsomraden
— Frekvenser

— Torndppethallning

- [..]

v" Flygledaren tillhandahaller FIS pa ordinarie frekvens

1. Lagre prioritet an ATC
2. Kan ta tid att hitta information
3. Fler piloter pa frekvensen

©OLFV 2017 3.0
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ATC = Air Trdffic Control (= flygkontroll-tjéinst)

FIS = Flight Information Service (=
flyginformationstjénst)

CTR = Kontrollzon

TMA = Terminalmanévrerings-omrade

Pilot CTA = Kontrollomrdde
ATC
[s7] 1 2 3
Fordrojt FIS-svar pd grund av lagre prioritet
Tidslinje 6ver radiokommunikation - — L ~ o
FOI’brukad t|d for att ﬁnna Upptagen frekvens
information



Nasta steg A Y

V' Eget projekt — snart | demo-filmen

v" Proaktiv férmaga:

DAFI

— Varna vid AIW APW
— Varna nar trafik kommer nara, utan att piloten bett om trafikinformation

v" Fraseologi — renodla och se over alla fall

v" Vill du vara med? Mejla erik.liljeroth@Ifv.se

©OLFV 2017 3.0 33


mailto:erik.liljeroth@lfv.se

Certifiering

v Mycket lite kunskap for ANS-system
v ED-153, ED-109A — Kriterier for programvarusakring

v Inspiration fran avionik-utveckling

\



Flygledar-perspektivet

v" Utvecklingen inom Al-sprakmodeller gar snabbt

— Transkribera rost
— FOrsta text (t.ex. ChatGPT)

v" Hur funkar modellerna for flyginformationstjanst?
v" Sprint-aktivitet:

— Prototyp Al-system
— Enkelt interface for testaren
— Fokus:
1. Lyssna pa frekvensen
2. Tolka piloten
3. Svara

v" Enkel demo-film

©OLFV 2017 3.0
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Exempel fran verkligheten

v" Potentiellt manga som anropar

v" Fluktuerande arbetsbelastning

©OLFV 2017 3.0

ESMM sektor K + L

Gron ring: Kontakt med
flygledaren

Turkos ring: Inte kontakt med
flygledaren

\
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2. FIS flyttas till separat frekvens

Pilot
ATC

DAFI

Maéjlighet for fler konsumenter

— ——
Tidslinje for DAFI frekvens S L - J 3
MmSk?d svarstid Okad kapacitet for FIS
for FIS

Tidslinje for flygledarens frekvens “——~

Vid behov kan flygledaren hantera
abstrakta forfragningar for FIS

©OLFV 2017 3.0

Minskad arbetsbelastning for flygledaren
(6kad kapacitet)

\
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